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“Consider this: The Mac is the most homogeneous 
computing platform in the world. That should make it 
the most vulnerable. Instead, it has the strongest real-
world record when it comes to exploits.” —David 
Morgenstern, eWeek, June 1, 2007





Topics covered include: 

Preparing & Installing OS X • First boot • Full disk 
encryption • Firmware • Firewall • Services • Spotlight • 
Homebrew • DNS • Hosts • DNSSEC • Certificate 
authorities • OpenSSL • Curl • Web browsing • Tor • 
VPN • PGP/GPG • OTR • Viruses & malware • System 
Integrity Protection • Gatekeeper & XProtect • 
Passwords • Backup • Wi-Fi • SSH • Physical access • 
System monitoring



Built-In



Apple knows that trojans are a bigger threat to Mac 
users than worms or drive-by installs



File Quarantine requires explicit user confirmation before 
running a file downloaded from the Internet 

Gatekeeper prevents unsigned software from running in 
the first place 

Mandatory App Notarization requires that apps are 
scanned for malware before they can be installed 

Xprotect detects malware 

MRT removes malware if any is found



File Quarantine (aka XProtect)



Introduced in Snow Leopard 

Anti-malware system that checks downloaded files to 
make sure they don’t contain known malware & also 
blocks any versions of Web plugins (e.g., Java & Flash) 
that have known vulnerabilities 

Periodically updated by Apple in the background





macOS warns you where an app came from



macOS warns you if a file has known malware



macOS warns you if a disk image has known malware



If malware is found, MRT — the malware removal tool 
— gets rid of it



Text

Gatekeeper



Introduced in Lion 10.7.5 

Allows users to restrict sources from which they can 
install apps, to reduce the likelihood of installing or 
running malware



Apps from the App Store are very safe 

 > System Preferences > Security & privacy > General





Mac App Store 
Only apps from the Mac App Store can be launched 

Mac App Store and identified developers 
Only apps from the Mac App Store & apps signed by 
certified Apple developers can be launched (default in 
Mountain Lion & later) 

Anywhere 
All apps can be launched (default in Lion)



Anywhere removed in later 
versions of macOS



What if you have checked Mac App Store and identified 
developers, but you want to install software from an 
unidentified developer? 

Right-click on the app & select Open



FileVault



FileVault encrypts your entire drive with XTS-AES 128 
encryption 

Instant wipe deletes the encryption keys from your Mac 
so that the data is completely inaccessible





iCloud Keychain



Generates & stores passwords for… 

» website logins 
» credit card numbers 
» Wi-Fi networks 
» account information 

iCloud Keychain will fill in your information for you 
when you ask it too 

Everything encrypted with 256-bit AES





iCloud Keychain syncs stored, encrypted data between 
your devices: Mac, iPhone, iPad, & iPod touch



Passwords



Most people use the same password on multiple sites 

If one site gets hacked, your password for multiple sites is 
in the hands of criminals 

A lot of people put passwords on sticky notes or in text files 

They’re easy for others to see 

A lot of people choose poor passwords 

Those can be cracked in a ridiculously short time



Pick a good password 

John the Ripper & Cain & Abel (& many other tools) 
will make mincemeat of poor passwords





(Mostly bad) guidelines for a good password 

1. Don’t use easy passwords ← that one’s good advice 

2. Mix of 3 of these 4: A a 1 #  
 
3. At least 8 characters 

4. Easy to remember & hard to guess 

5. Change it every 90 days



“Your password must contain at least 8 letters, a 
capital, a plot, a protagonist with good character 
development, a twist & a happy ending.”



“The time it takes to crack a password is the only real 
way to determine its strength and value.”—Cameron 
Morris







STLCardinals



STLCardinals



STLCardinals



STLCardinals



STLCardinals



STLCardinals











Anwyccdfyawycdfyc



Anwyccdfyawycdfyc



Passphrases 
are a good thing



Use a password safe or password manager 

Generate lengthy, difficult passwords 

Securely store passwords & other sensitive data 

You only need to memorize 1 password—the one that 
opens your password safe



Here’s a method for picking a good password: 

“Where it began, I can’t begin to know when” 

Wib,Icbtkw

↓ 
W16,Ic6tkw

↓ 
W16,Ic6tkw!
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“I’m gonna fight ‘em off, 
A seven nation army couldn’t hold me back” 
↓ 
1gfe0,A7nachm6



“I’m gonna fight ‘em off, 
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“Somewhere over the rainbow, way up high” 
↓ 
Sw0tr,wuh
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“I said a hip, hop, the hippie, the hippie  
To the hip hip-hop, and you don’t stop  
The rock it to the bang-bang, boogie say ‘up jump’  
The boogie to the rhythm of the boogie the beat.” 
↓ 
IsahhththTohhhaydsTrittbbbsupTbttrotbtb
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↓ 
IsahhththTohhhaydsTrittbbbsupTbttrotbtb



“Hot hot hot hot stuff hot hot hot” 
↓ 
Hhhhshhh



“Hot hot hot hot stuff hot hot hot” 
↓ 
Hhhhshhh



Lots of password managers 

1Password • B-Folders • Dashlane • Enpass • KeePassX 
• Keeper • LastPass • mSecure • Password Safe



I do not recommend LastPass



1Password 

agilebits.com/onepassword 

Individual desktop license: $50 
Individual mobile license: $0 + $10 in-app purchase 
Teams: $5/user/month 
Families: $5/5 users/month ($1/month/extra user)























Demo!



Backup



You will lose forever your papers, photos, contacts, 
music, movies…



















3-2-1 Rule of Backups



3 copies of important files (e.g., an original on your 
computer, a copy on a local hard drive, & another copy 
online) 

2 types of media backing up the files (e.g., computer + 
hard drive, or hard drive + online) 

1 copy offsite



When developing your backup plan, figure out the 
following: 

» your budget & the cost of backup method(s), e.g., 
service, software, hardware, storage 

» efficiency & speed of backup process 
» effort & cost required to restore your data



Online











128-bit SSL encryption during transport 

Data encryption using 256-bit AES 

New & changed files automatically uploaded 

30 day archive



Service Users Storage File Recovery Cost

Basic 1 2 GB 30 days Free

Plus 1 2 TB 30 days $120/yr

Family 1–6 2 TB 30 days $204/yr

Professional 1 3 TB 180 days $200/yr

Standard 3 5 TB 180 days $150/yr/user

Advanced 3 ∞ 180 days $240/yr/user



Good for backup 

Great for collaboration & syncing



If you decide to sign up, please use this link 

https://db.tt/I4EbATZ

I get 1 GB of free space & you get an extra 500 MB!











Backblaze actually offers 3 services 

1. Personal Backup: software + cloud storage 
2. Business Backup: software + cloud storage 
3. B2 Cloud Storage: cloud storage only



Storage only — you get data here yourself



Nice features of Backblaze B2 

» Order USB drive of your data for restoration 
» Restore multiple older versions files 
» Automatic or scheduled backups 
» Locate missing or stolen computers 
» Auto threading & throttling or set your own upload 

limit to conserve bandwidth 
» File sharing via Backblaze B2 to share files you’ve 

backed up



How do you actually back up data to Backblaze B2?





Backs up all files automatically, including external 
drives or network shares 

Back up hourly or daily 

Prevent backup on specific Wi-Fi networks or while on 
battery power 

Custom file & folder exclusion rules



Everything encrypted before it leaves your computer 
with a password you set (do not lose this password!) 

Keeps multiple versions of your files 

Use Arq software or cloud.arqbackup.com to download 
your files

https://cloud.arqbackup.com




Use any of these 
storage locations



Use any of these 
storage locations





$6 TB/month 

Fast speeds up & down



Different users & different computers, 
each in their own bucket





$6/mo



(BTW — Arq Cloud Backup uses Wasabi on the back 
end)



Local



























Clone



“Disk cloning is the process of copying the contents of 
one computer hard drive to another disk … A cloned 
drive can replace the original, rather than simply 
containing backup copies of files.” —Wikipedia



Why clone? 

» Full system backup, even hidden or in-use files 
» Quickly restore a wiped drive after a security incident 

or data problem 
» Quickly upgrade to a new drive



A clone is not the same as a backup! 

A clone is only as up-to-date as the last time it ran 

A clone does not contain multiple versions of files 

A clone backs up all files on a computer







www.bombich.com 

$40 (30-day free trial)



Remember…



Backup locally & off-site



Automate



Encrypt



Test!



Thank you! 

scott@granneman.com 
granneman.com 
websanity.com

http://granneman.com
http://websanity.com
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Changelog 

2022-03-06 2.1: Added more info re: Dropbox & Arq/
Wasabi; added burglar to reasons for backup; updated 
screenshots & video for Time Machine; updated 
screenshot for macOS Security and Privacy Guide 

2021-03-31 2.0: Created presentation using slides from 
the original Getting More From Your Mac



Changelog 

2021-03-23 1.8: Added how to copy & move files in Finder 
with key commands; added Installing Software section 

2020-06-23 1.7: Added section Get Info, Get Summary 
Info, & Show Inspector; add info re: macOS 11 Big Sur; 
added slide listing all Apple operating systems 

2019-08-16 1.6: Added Catalina for 10.15; added note that 
--- is not an em dash



Changelog 

2017-09-20 1.5: Combined naming charts in History; 
fixed minor formatting issues; added Thank You, Scott 
(⌘⇧/) to Basic Key Commands; added Terminal 
commands for disclosure buttons; added Show the 
Finder location of a file from a dialog box; added 
screenshot of Finder sidebar; added command for 
QuickLook slideshow; added Special Info in Finder; 
updated Mac prices for 2019; fixed QuickLook slides



Changelog 

2018-08-19 1.4: Added File Info & Actions section 
under Finder with Contextual Menus, Get Info, & 
Inspector; added HoudahSpot under Spotlight; added 
commands to open all disclosure boxes & Show Details 
for printing; added File Management section with New 
Folder with Selection; applied Granneman 1.4 theme; 
fixed minor formatting issues; added Sidebar under 
Components; more info on built-in security; added 
⌘⌃D in addition to triple-click for data detectors



Changelog 

2017-09-06 1.3: Fixed formatting; in History & added 
High Sierra; in Key Commands, added Alfred for 
clipboard; added slides re: holding down ⌥ in Open & 
Save; made deleting clearer in Movement; added slide 
about drop shadows in screenshots; added huge 
amount about Path Finder; added slides re: Finder 
renaming files; added lots of examples of Spotlight 
searches (RIP David Bowie); added New File Menu; 
added duration:, date:, & much more to Spotlight



Changelog 

2016-10-11 1.2: Changed Lazy is Good image; spread 
Automation throughout the deck; renamed Things You’re Not 
Doing Right to Finder & added lots more; added Spotlight 
section; changed menulets to status menus; added Quick Look 

2016-10-07 1.1: Changed theme; fixed formatting; added & 
changed a lot; new stuff on Finder, Printing, Key Commands, 
System Preferences, Tabs; added Computer Rules section; lots 
of fixes 

2016-03-13 1.0: First version


